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Blockchain-based customs processing

,Blockchain Europe” and the BORDER project
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Why exactly blockchain and logistics? "
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Development path
Blockchain & Customs

P

= Development of basic blockchain
components (independent of the

application domain). |
= Publicly funded research project ﬁ blockchain

Blockchain Europe

» Free use of the software under
open-source license

Basic components

= Implementation of basic

\ components in the

customs use case
k = Publicly funded development
and open-source code

= Technology testing
& reference implementation

Customs
Use Case

\

= Transfer of components to new %% Fraunhofer
areas of application L

= Further development of the
reference implementation

= Expansion of cooperations to
establish a user consortium

Open-source
development &
transfer into
practice

open logistics
faundation

e,
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BORDER - Open Source

Subgroups and projects  Shared projects  Archived projects
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Find the Open-Source-Repository from BORDER here:
https://qit.openloqisticsfoundation.org/silicon-economy
/services/border/core

www.blockchain-europe.nrw

% Experience, understand and further develop
blockchain technology

% Collaborative innovation via open source
% Unites science and business in a dynamic

ecosystem

Funded by:

Ministry of Economic Affairs,
Industry, Climate Action and Energy ’
of the State of North Rhine-Westphalia A

blockchain
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Open Source
Usage of the software— Open Logistics License

Integrate Connect
Permitted usage « Conditions for usage |
£ Commercial use @ Include Copyright
-}} Modify = Include License

§$# Distribute

fA Sublicense
Not Possible 3¢
@ Use Trademark
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* Blockchain-based organisation of relevant data in extermal trade
with regulatory compliance
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Blockchain and Customs
Potentials

Transparency, immutability and accessibility of information 78%
Lower verification and transaction costs 60%
Sharing of information amongst all relevant stakeholders in real time 57%
Increased availability of information from different sources 56 %
Increased data quality 52%
Automation through smart contracts
Data privacy

Secure IT environment

Easy to use technology

n =87

blockchain source: WcomTo (2022) - study Report on Disruptive Technologies, p.46 https:/www.wto.org/english/res_e/booksp_e/wco-wto_e.pdf © Fraunhofer - Slide 9
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Blockchain and Customs
Implementation by customs authorities

Stage of implementation:

. . The role of advanced
Pilot project technologies in cross-border
trade: A customs perspective

14%

Proof of Soudy Reportil |

Disruptive Technologies |

Concept :
19%

No plans
41%

Full deployment
2%

Plans in next 3 years
24%

n=110

ﬁ blockchain source: wcomTo (2022) - Study Report on Disruptive Technologies, p.45 https:/www.wto.org/english/res_e/booksp_e/wco-wto_e.pdf © Fraunhofer - Slide 10
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Blockchain and Customs
Barriers to implementation

Lack of expertise

Costs 51%

Lack of traction on the use of the technology by other stakeholders 39%
Lack of good practices 33%
Lack of government strategy
Lack of a standardized dataset used by economic operators within the SC

Existing legacy systems

Lack of trust in using data sharing platforms

n=95

blockchain source: Wco/wTo (2022) - Study Report on Disruptive Technologies, p.46 https://www.wto.org/english/res_e/booksp_e/wco-wto_e.pdf © Fraunhofer - Slide 11
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https://www.wto.org/english/res_e/booksp_e/wco-wto_e.pdf

Blockchain and Customs
Use cases for the future

Customs
declarations

Information
exchange
between
authorities

Authorities

Post-clearance
audits

Identity-
management

Payment of
duties and taxes

Electronic
Certification &
Verification

Automated
customs value
determination

Compliance
Management

Automated
invoicing and
payment

Optimised
Logistics Service
Provider
communication

Exchange of
information
between
economic

_operators

Corporate

Kiebler, Jornitz, Musa, Gortz (2022): Blockchain — Einsatzméglichkeiten in Zoll- und Exportumfeld. AW-prax, 6(28), p. 262-268.

blockchain source: wcowTto (2022) - Study Report on Disruptive Technologies, p.41-45 https://www.wto.org/english/res_e/booksp e/wco-wto e.pdf
europe.nrw
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BORDER
Logistics and customs processes
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BORDER
Goal
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BORDER
Goal



https://border.public.apps.blockchain-europe.iml.fraunhofer.de/

Digital Folder
Structural design




Digital Folder
Establish and use relationships

» The Internet of Values requires the coupling of
material, information and financial flows.

» The Digital Folder makes it possible to map
information, documents and assets on the
blockchain using tokens.

» The tokens can be related to each other.

» Changes along the material flow are documented
persistently and traceably

Digital Folder

N

Documents

Company
assets

(condition)
Information

blockchain
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BORDER
Insight into the software

= bleckchain europe / BORDER
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BORDER
Development paths and goals

Feedback on existing functions and
input for the expansion of the scope of
functions

Adoption of components in own
applications and solutions (in
communities)

BORDER

Open Source Softwaresystem

F; Testing and further development

blockchain © Fraunhofer - Slide 24
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BORDER
Development paths and goals

o
R

BORDER 1.x

Feedback on existing functions and
input for the expansion of the scope ofe— ) . .
P P P = Practical validation of the

functions o ) ..
existing functionalities

= |dentification of future
functional components

Open Source Softwaresystem

blockchain © Fraunhofer - Slide 25
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BORDER
Development paths and goals

Transfer

= Adaptation of specialized
open-source components
in new products

= Transfer to address further
N T s Adoption of components in own challenges
Al applications and solutions (in —o L
== communities) - Integratlc_m into
e commercial and
BORDER non-commercial solutions

Open Source Softwaresystem

blockchain © Fraunhofer - Slide 26
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BORDER ’\\
Development paths and goals /N

Technology

= Testing blockchain
networks

= Comparison of different
frameworks

. * Business models and
operator models

= Further development of
blockchain functions

BORDER

en Source Softwaresystem

sk Testing and further development )

blockchain © Fraunhofer - Slide 27
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#PARTICIPATE

\. Contact @ Further Information KA Software Download
https://s.fhg.de/BORDER-project-info-en https://s.fhg.de/BORDER-OLF-GitLab

Roman Koller, M.Sc.
Product Owner BORDER

Procurement & Finance
in SCM

+49 (0) 231/ 97 43-390
roman.koller@iml.fraunhofer.de

Lorenz Kiebler, M. Sc.
Deputy Product Owner

Supply Chain Engineering

+49 (0) 231 /97 43-198
lorenz.kiebler@iml.fraunhofer.de

blockchain ®https//blockchain-europe.nrw/open-source/border/ © Fraunhofer - Slide 28
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https://git.openlogisticsfoundation.org/silicon-economy/services/border/core
https://s.fhg.de/BORDER-project-info-en
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